SNINE

5nine Virtual Firewall 2.0 (v-Firewall, Beta)
Ver. 2.0 Getting Started Guide
Summary

5nine Virtual Firewall (vFW2) is a Virtual Infrastructure monitoring tool with an ability to define network
traffic rules for Hyper-V Virtual Machines and harden your Virtual Infrastructure from Security perspective.
Both programmatically — using PowerShell API and via Management Console. Virtual Firewall allows
reviewing network traffic logs for each of the monitored Virtual machines and generates related reports.
Special Security Heartbeat service checks if firewall rules are enforced, and powers Virtual machine
down, of network filter is not communicated.

Version 2.0 of 5nine Virtual Firewall monitors and controls the traffic between Hyper-V Virtual
machines and between Virtual machines and external network.

Features and Benefits:

'~ Simple installation. 5nine Virtual Firewall has 2 components that need to be installed. One — is

intuitive Management interface (DLL) that supports PowerShell API (described below) to set and
change traffic rues. Another — is ‘Security heartbeat’ service that needs to be installed on VM similar
to Hyper-V Integration service. Management API also has a simple to use GUI application that allows
setting the traffic rules between the virtual machines and external network. Management interface
can be installed either on a server or Virtual machine, and allows System Administrator to access
rules, logs and reports:

¥-Firewall Hyper-¥ Management Console

Hosts  Rules  Settings C.:i Add ARP Rule 52 AddIPRule 59 Add Broadeast Rule Edit Rule Remove Rule Change Order g ¥M Settings
=] ’?T, Global Mame | Description | TypediRule | Type | Action | Pratocol | Femote |Ps | Lc
i= WM Rules AP default ARP Any Allow Any
a] OHDEVOT.mdev.local IPALLDW IP Ary Allow Ay Ay o
- testl br BroadcastP - Any Al Ay
(=} OHDEVOZ imdev.local
-] <PProSP3
Il vm2
-] WigtaSP
lél vl 4 | | LI
(@l OHDEY03.mdev.local :
‘%u WoKBEHE4 o i
lél W2KBTFSDE Time | Fule Type | Direction | Feazon | Loglnfo -
-] TFSBuildM achine 3/25/20101:10:36 PM IP Outbound  MoRule IP packet from 192.168.43.20:54800 to 192.168...
] w2KBTFS 3/25/20101:10:34 PM IP Outbound  MoRule IP packet from 192.168.43.20:54800 to 192.168...
- WKER2 3/25/20101:10:33 PM IP Outbound  MoRule IP packet from 192.168.43.20:54800 to 192.168... L
3/25/20101:10:32 PM IP Outbound  NoRule IP packet from 192.168.43.20:54800 to 192.168...
3/25/20101:10:28 PM IP Outbound  MoRule IF packet from 192.168.43. 20153837 to 192.168...
3/25/20101:10:28 PM IP Outbound  MoRule IP packet from 192.168.43.20:53938 to 192.168...
3/25/20101:10:24 PM IP Outbound  MoRule IP packet from 192.168.43.20:53837 to 192.168...
3/25/20101:10:24 PM IP Outbound  MoRule IF packet from 192.168.43.20:53938 to 192.168...
3/25/20101:10:22 PM IP Outbound  MoRule IP packet from 192.168.43.20:53837 to 192.168...
3/25/20101:10:22 PM IP Outbound  MoRule IP packet from 192.168.43.20:53938 to 192.168...
3/25/20101:10:21 PM IP Outbound - MoRule IF packet from 132.168.43.20:53837 to 192.168...
3/25/20101:10:21 PM IP Outbound  MoRule IP packet from 192.168.43.20:53938 to 192.168...
3/25/20101:10:20 PM IP Outbound  MoRule IP packet from 192.168.43.20:53837 to 192.168...
3/25/20101:10:20 PM IP Outbound  MoRule IF packet from 132.168.43.20:53938 to 132.168...
3/25/20101:10:16 PM IP Outbound  MoRule IP packet from 192.168.43.20:57055 to 192.168...
3/25/20101:10:14 PM IP Outbound  MoRule IP packet from 192.168.43.20:63206 to 192.168...
325,200 1:10:12 PM IP Outbound  MoRule IF packet from 132.168.43.20:57055 to 132.168...
3/25/20101:10:10 PM IP Outbound  MoRule IP packet from 192.168.43.20:57055 to 192.168... ;l

To setup Management interface (DLL and Management GUI application) — admin needs to run setup.exe
application from the downloaded v-Firewall 2.0 Management archive on the server or VM that matches
v-Firewall 2.0 ‘System Requirements’, and use appropriate license when prompted:
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= v-Firewall 2.0 Management ~ Service - lmj ISE&-':-* @J
Iﬁl

Sxtract all files ?

Mame =

Application
[ vFirewall2.License Text Document 1KB Mo
ﬁ'_:jjlvFirewaIISEmp Windows Installer Package 1,454 KE Mo

To setup v-Firewall Security Heartbeat service on the Virtual machines — administrator needs to launch
autorun.exe on the VM being provisioned — either directly or through SC VMM template:

= y-Firewall 2.0 Service - Agent - lm] ISE&.-:H @
Iﬁl

Extract all files ?

Mame =

autorun 450 KB Mo

Application

During and after setup of the Management interface and GUI application — administrator needs to specify
which hosts and VMs will be controlled and monitored by v-Firewall 2.0:

Enable Monitoring

=0 Al
= [F OHDEYD . imdev. local
C L et
EI |_7_| DHDE"»-"EIE imder. local
v] <PProSP3
] w2
] istaSF1
: ] v
EI |___| DHDE"»-"EIE imder. local
-] w2k BExE4
- ] W2KETFSDE
- [ TF5Buildt achine
- O] W 2KETFS
- OQwakaR2

aF, I Cancel |

2

as well as which VMs will be controlled by ‘Security Heartbeat Service’. The latter service will stop (or
pause) the Virtual machine if the network filter is not communicated, and therefore current rules system
may be compromised.
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N INE 5nine: Microsoft Hyper-V Virtualization Migration and Management

7 Firewall Rules - Using intuitive PowerShell API (described below) or a simple GUI an administrator
can define various firewall rules to allow or restrict various types of network traffic coming from the
external network to Hyper-V Virtual machines, and between Virtual Machines.

v-Firewall Hyper-¥ Management Console [H[=]
Hosts | Rules | Settings I:QJ Add ARP Rule E;L..I AddIP Rule & Add Broadcast Rule Edit Rule Remove Rule Change Order  qCp ¥M Settings
E::l Add ARP Rule For Multiple s | Description | Typelifiule | Type | Action | Frotocol | Remaote |Ps | Lc
[ AddIP Rule for Multiple ¥11s | ARP Ay Allow Any
a . IP Ay Allow Any Ay 0
! 5 Add Broadcast Rule for Mulkiple YMs BroadcastP Any Alow Ay
f| OHDEY0Z. mde. local
S| <PProSP3
] vz
] WistaSP1
{5 it 4] | |
w-Firewall Hyper-¥ Management Console =10 x|
Hosts  Rules  Settings E:: Add ARP Rule E;..LI AddIPRule 59 AddBroadeast Rule Edit Rule Remaove Rule Change Order {0 WM Settings
=] %o Global Mame | Deescription | TypeliRule | Type | Action | Pratocol | Femote [Pz | Lc
gy VM Rules AP default ARP Ay Allow Ay
& OHDEYVO.mdev.local 1P ALLOW P Ay Allow Ay Ay ik}
.: () testt br BroadcastiP - Any Allaw Ay
- {wﬂ OHDEWYO2 mdev. local
| <PProSP3
. H - Select ¥Ms =] E3
Add Rule for Mutiple ¥Ms
=-Oal
E- D OHDEYOT . imnde. local Mame: IBIock Port8l - OHDEYDT dev.local
s Otestt Description: - [ test
51 [J OHDEVOZ mdev.local ssciption: | -} [ OHDEVOZ imdev.local
- [#] ®PPoSP3 Action: I Block .~ [O*%PPrasP3
[ vm2 - vmz
- [ VistaSP1 Protacal: |TEP - [f] VistaSP1
[ vl [ vl
(=[] OHDEYO3. mderv. lacal Type: IAn-"' =1 [0 OHDEYO3 mdev. lacal
- C]'waKeEe4 Local Ports: I - O] 'w2KEEx54
- []'w2KaTFSDB - ] W2KBTFSDB
- TF5BuildM achine Remate Ports: [50 - [#] TFSBuildt achine
- []'w2KaTFS -] W2KBTFS
- []'w2K3R2 Remote [Ps: I -] waK3R2
Remate Whs: I
Remate MACs: I
LI | oK. I Cancel |
I S EUTI T TOTOE T Ll [RIEIIR R IR N} UL %I

7 Network Statistics and Logs - Network activity data is collected by 5nine Virtual Firewall into a
database or flat files (optionally); ‘Load Log’ pane needs to be clicked to load the current Firewall
logs:
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-Firewall Hyper-¥ Management Console

Hosts  Rules  Settings C.D Add ARP Rule 59 Add IP Rule 53 Add Broadcast Rule Edit Rule Remove Rule Change Order g ¥M Settings
-2, Glabal Mame | Description | Typelifule | Tupe | action [ Protocal | Femote IPs | Lc
= WM Rules AP default ARP Any Allow Any
| OHDEWOT.rmdesv.lozal 1P ALLOWY IP Ay Allow Ay Ay ix
A testl br BroadcastP - Any Allov Ary
(- OHDEV02 rmdev.local ‘| | ﬂ
o ) <PProSP3
S 2 425 Load Log
E t";;aSP‘I Time | Fiule Type | Direction | Feason | Loglnfo -
| DHDEVOZ. mdey. local 3/25/2010 1:10:36 PM IP Outbound  MoRule IP packet from 192.168.43.20:54800 to 192.168...
o WZKSE W64 ’ 3/25/20101:10:34 PM IP Outbound  MoRule IP packet from 192.168.43.20:54800 to 192.168...
M W2KETFSDE 325/20101:10:33 PM IP Outbound  NoRule IP packet from 192.168.43.20:54800 to 192.168...
. {i, TFSBuildMachine 3/25/20101:10:32 P IP Outbound  HoRule IP packet from 192.168.43.20:54800 to 192,168,
[ w2KaTFS 3/25/2010 1:10:28 P IP Outbound  MoRule IF packet from 192,168 43.20:53837 to 192.168... P
] wKaR? 3/25/20101:10:28 PM IP Outbound  MoRule IP packet from 192.168.43.20:53938 to 192.168...
325/20101:10:24 PM IP Outbound  MoRule IP packet from 192.168.43.20:53837 to 192.168...
325/20101:10:24 PM IP Outbound  MoRule IP packet from 192.168.43.20:53938 to 192.168...
22010 1:10:22 PM IP Outbound  MaRule IP packet from 192.168.43.20:63837 to 192.168...
3252010 1:10:22 P IP Outbound  MoRule IF packet from 192.168.43.20:53338 to 132,168,
325/2010 1:10:21 PM IP Outbound  MoRule IP packet from 192.168.43.20:53837 to 192.168...
325/2010 1:10:21 PM IP Outbound  MoRule IP packet from 192.168.43.20:53938 to 192.168...
3/25/2010 1:10:20 PM IP Outbound  MoRule IP packet from 192.168.43.20:53837 to 192.168...
3/25/20101:10:20 PM IP Outbound  NoRule IP packet from 192.168.43.20:53938 to 192.168...
220011006 PM IP Outbound  MaRule IP packet from 192.168.43.20:67 085 to 192.168...
325/2010 1:10:14 Prd IP Outbound  MoRule IF packet from 192.168.43.20:63206 to 132.168...
325/20101:10:12 PM IP Outbound  MoRule IP packet from 192.168.43.20:57085 to 192.168...
325/2010 1:10:10 PM IP Outbound  MoRule IP packet from 192.168.43.20:57085 to 192.168...
325/2010 1:10:10 PM IP Outbound  MoRule IP packet from 192.168.43.20:63206 to 192.168...
3/25/20101:10:09 PM IP Outbound  NoRule IP packet from 192.168.43.20:57055 to 192.168...
325/2010 1:10:028 P IP Outbound  MoRule IF packet from 192.168.43.20:67 065 to 192.168... j

System Requirements.

m Windows 2008 server with Hyper-V;

m XP Pro SP3, Vista SP1 (Business, Enterprise or Ultimate editions), Win 2003 R2 SP2, Win 2008 server
or later virtual machine(s), x64 or x86 for Management APl and GUI application; v- Firewall Web Console

Virtual machine needs to be on the same Hyper-V host where the service and the driver get installed;

m .NET 3.5 Sp1 or higher on the Server or VM that hosts Management API and/or GUI application;

m SQL 2008 Express edition on Management server/VM (in case DB logging is required).Web Console
Virtual machine. It gets installed by v-Firewall setup.

m MS PowerShell IIS

Installation

I. vVFW2 Agent Service installation.

1. Run autorun.exe from vFW2 agent setup directory

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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SOFTWARE
-| |« 192168199 » ftp b SNINEVMONZ » 20100317 » Agent v|¢,||gemh Il
Organize ~ Views = | Open (3 Bumn
Ermlalils MName Date modified Type Size
e ! n’r . I I

E| D — @autnrun 3/17/2010 8:28 PM  Application 623 KB
E Pictures
@ Music
% Recently Changed
E Searches

) Public

Folders ~

autorun Date modified: 3/17,/2010 §:28 PM Offline availability: Not available
@J Application Size: 622 KB Offline status: Online
I Date created: 3/17/2010 7:15 PM

2. Confirm installation

./ \.
Igl Do you want to setup v-Firewall 2.0 Agent?

es [

3. Confirm reboot on setup prompt

You must restart your system for the configuration
changes made ta bnine v-Firewall 2.0 Agert to take
effect. Click es to restart now or Mo if you plan to
manually restart later.

[ fes ] [ Mo I

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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SOFTWARE

Installing vFW2 agent on new VMs

To deploy vFW2 agent on each new VM you can create VMM template from VM with vFW2 already
installed.

II.) vPFW2 management APl and management console installation

Requirements for Management server or VM (Xp SP3, Vista, Windows7, Server 2008/R2 or later, x
86 or x 64):

- .NET v3.5 SP1
- MS PowerShell

1. Run setup.exe from vFW2 service setup directory

@Ov| | < ftp » SMINEVMON2 » 20100317 » Service + | || search 2|

‘ Organize v

Enantink MName Date maodified Type Size

El Do— LY setup 3/13/2010 7:57 PM Application 703 KB
. ) ) ﬁ%’*.fFirewallSetup 3/17/2010 7:57 PM - Windows Installer ... 1,611 KB

B Pictures
B Music
%4 Recently Changed
E Searches

, Public

Felders A~

2 items Offline status: Online

Offline availability: Mot available

2. Confirm installation

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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Do you want to run this file?

@ Mame: .. ftp SMIME_VIMOMN2\ 20100317 \Service' setup.exe
Publisher: 5nine Software Inc.
Type: Application
From: "\192.168.1.99"ftp\SMIME_VMOM2\ 20100317 5.,

Run ] [ Cancel

I | While fileg from the Intemet can be useful, this file type can
r potentially hamn your computer. Onby run software from publishers
== you trust. What s the risk?

3. Confirm installation
For the following components:

SQL Server Compact 3.5

Flease read the following license agreement. Press the page down key to see the rest
of the agreement.

MICROSOFT SOFTWARE LICENSE
TERMS

MICROSOFT SQL SERVER COMPACT 3.5
WITH SERVICE PACK 1

These license terms are an anreement hetween Micrnsnft

View EULA for printing

Do you accept the terms of the pending License Agreement ?

ff you choose Dont Accept, install will cloge. To install you must accept this
agreement.

Accept ] [ Dont Accept

4. Accept EULA and click ‘Next’

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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Welcome to the bnine v-Firewall 2.0 Setup Wizard !

The inztaller will quide you through the steps required to install Bhine v-Firewall 2.0 on pour computer.

WARMIMG: Thiz computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any partion of it, may result in severe civil
aor criminal penakties, and will be prozecuted ta the masximum extent pozsible under the law.

Cancel ¢ Back

5. Select installation directory

Select Installation Folder

The installer will inztall Bnine w-Firewall 2.0 ta the following folder.

To inztall in thiz folder, click *Mest". To nstall to a different folder, enter it below or click “Browse".

Folder:
C:%Pragram FilezhBninei5nine v-Firewall 2.0% | Browse. .. |
| DiskCost. |
Install Snine v-Firewall 2.0 for yourself, ar for anyone who uses this computer:
@ Evernone
Juzt me
Cancel | | < Back | [ Mest »

6. Confirm installation

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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Confirm Installation

The inztaller iz ready to inztall Shine v-Firewall 2.0 on pour compter.

Click "Mext" to start the installation.

Cancel ] [ ¢ Back ] [ M et >

7. Set vFW?2 service account

Set account for vFirewall service

Set Service accourt

Account must have domain administrator rights for domain:
TOOLBOX

sername: TOOLBO X kmalkoy
Password:

Confirm Password: =

Ok ] [Cancel

8. Select Hyper-V servers for monitoring

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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SOFTWARE
a5l Select Hyper-V Servers E@
Select servers for monitoring in domain: TOOLBOX,
Computer Mame Operating System Vintualization Software
W (WSS52008toolbox local Windows® Storage Server ... |Can't connect
[Tl | SUPERSERVER toolbax ... | Windows Server 2008 R2 . | Cant connect
[ | WINZ008R2 toalbox local Windows Server 2008 R2 ... | Cant connect
SUPERSERVERZ toolbox |... | Windows Server 2008 RZ ... | Hyper-V
Ok | [ Cancel

9. Complete installation

Installation Complete

Anine w-Firewall 2.0 haz been successfully installed.

Click "Cloze" to exit.

Pleasze uze Windows pdate to check for any critical updates to the MET Framework,

Cancel ¢ Back

r~ vFW2 Configuration file and PowerShell API
- v-Firewall vFW2 service configuration file
%Program Files%\5nine\5nine v-Firewall 2.0\5Nine.vFW.vFWService.exe.cfg

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>
<section name="MonitoredHosts"
type="FiveNine.vFW.vFWServiceHelpers.MonitoredHostsConfigurationSection,

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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5Nine.vFW.vFWServiceHelpers" />
</configSections>
<MonitoredHosts>
<host name="host1" />
<host name="host2" />
<host name="hostN" />
</MonitoredHosts>
<appSettings>
<add key="HeartBeatPeriod" value="5000" />
<add key="AttemptsBeforePause" value="4" />
<add key="LogFile" value="vFirewall2.log" />
<add key="LogLevel" value="Information" />
</appSettings>
</configuration>

Get the list of VM machines
The sample of Power Shell script to get GUIDs of VM machines from the specified host
$VMs = get-wmiobject -computerName $hyper -namespace "root\virtualization" -query "SELECT * FROM

Msvm_ComputerSystem WHERE Caption Like '%virtual%"
foreach ($VM in $VMs)

{
write-host " = ===="
write-host "VM Name: " $VM.ElementName
write-host "VM GUID: " $VM.Name

}

- APl description

Add-ARP-Rule

Add-ARP-Rule -VMId <Guid> -Name <String> [-Description <String>] [
-Type <String>] -Action <RuleAction> [-IPAddresses <String>] [-VMs
<String>] [-MACAddresses <String>] [-Priority <Int32>] [-ApplyNow
1[-Verbose] [-Debug] [-ErrorAction <ActionPreference>] [-WarningA
ction <ActionPreference>] [-ErrorVariable <String>] [-WarningVaria
ble <String>] [-OutVariable <String>] [-OutBuffer <Int32>]

Add-BroadcastIP-Rule

Add-BroadcastIP-Rule -VMId <Guid> -Name <String> [-Description <St
ring>] [-Type <String>] -Action <RuleAction> -Protocol <String> [-
LocalPorts <String>] [-RemotePorts <String>] [-IPAddresses <String

>] [\VMs <String>] [F-MACAddresses <String>] [-Priority <Int32>] [-
ApplyNow] [-Verbose] [-Debug] [-ErrorAction <ActionPreference>] [-
WarningAction <ActionPreference>] [-ErrorVariable <String>] [-Warn
ingVariable <String>] [-OutVariable <String>] [-OutBuffer <Int32>]

Add-IP-Rule
Add-IP-Rule -VMId <Guid> -Name <String> [-Description <String>] [-
Type <String>] -Action <RuleAction> -Protocol <String> [-LocalPort
s <String>] [-RemotePorts <String>] [-IPAddresses <String>] [-VMs
<String>] [-MACAddresses <String>] [-Priority <Int32>] [-ApplyNow]
[-Verbose] [-Debug] [-ErrorAction <ActionPreference>] [-WarningAc
tion <ActionPreference>] [-ErrorVariable <String>] [-WarningVariab
le <String>] [-OutVariable <String>] [-OutBuffer <Int32>]

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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Set-Heartbeat

Set-Heartbeat -VMId <Guid> -Enable 1|0 [-Verbose] [-Debug] [-ErrorActi
on <ActionPreference>] [-WarningAction <ActionPreference>] [-Error
Variable <String>] [-WarningVariable <String>] [-OutVariable <Stri

ng>] [-OutBuffer <Int32>]

Set-VMMonitoring

Set-VMMonitoring -VMId <Guid> -Enable 1|0 [-Verbose] [-Debug] [-ErrorA
ction <ActionPreference>] [-WarningAction <ActionPreference>] [-Er
rorVariable <String>] [-WarningVariable <String>] [-OutVariable <S
tring>] [-OutBuffer <Int32>]

Get-Heartbeat

Get-Heartbeat [-VMId <Guid>] [-Verbose] [-Debug] [-ErrorAction <Ac
tionPreference>] [-WarningAction <ActionPreference>] [-ErrorVariab
le <String>] [-WarningVariable <String>] [-OutVariable <String>] [
-OutBuffer <Int32>]

Get-LogRecords

Get-LogRecords -VMId <Guid> [-Verbose] [-Debug] [-ErrorAction <Act
ionPreference>] [-WarningAction <ActionPreference>] [-ErrorVariabl

e <String>] [-WarningVariable <String>] [-OutVariable <String>] [-
OutBuffer <Int32>]

Get-Rules

Get-Rules [-1d <Guid[]>] [-VMId <Guid>] [-Verbose] [-Debug] [-Erro
rAction <ActionPreference>] [-WarningAction <ActionPreference>] [-
ErrorVariable <String>] [-WarningVariable <String>] [-OutVariable
<String>] [-OutBuffer <Int32>]

Get-VMIPMAC

Get-VMIPMAC -VMId <Guid> [-Verbose] [-Debug] [-ErrorAction <Action
Preference>] [-WarningAction <ActionPreference>] [-ErrorVariable <
String>] [-WarningVariable <String>] [-OutVariable <String>] [-Out
Buffer <Int32>]

Get-VMMonitoring

Get-VMMonitoring [-VMId <Guid>] [-Verbose] [-Debug] [-ErrorAction
<ActionPreference>] [-WarningAction <ActionPreference>] [-ErrorVar
iable <String>] [-WarningVariable <String>] [-OutVariable <String>

] [-OutBuffer <Int32>]

Remove-Rule

Remove-Rule -Id <Guid> [-ApplyNow] [-Verbose] [-Debug] [-ErrorActi
on <ActionPreference>] [-WarningAction <ActionPreference>] [-Error
Variable <String>] [-WarningVariable <String>] [-OutVariable <Stri
ng>] [-OutBuffer <Int32>]

Reset-Rules

Reset-Rules -VMId <Guid> [-Verbose] [-Debug] [-ErrorAction <Action
Preference>] [-WarningAction <ActionPreference>] [-ErrorVariable <
String>] [-WarningVariable <String>] [-OutVariable <String>] [-Out
Buffer <Int32>]

Set-Rule

Set-Rule -Id <Guid> [-Name <String>] [-Description <String>] [-Typ
e <String>] [-Action <RuleAction>] [-Protocol <String>] [-LocalPor

ts <String>] [-RemotePorts <String>] [-IPAddresses <String>] [-MAC
Addresses <String>] [-VMs <String>] [-Priority <Int32>] [-ApplyNow
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1[-Verbose] [-Debug] [-ErrorAction <ActionPreference>] [-WarningA
ction <ActionPreference>] [-ErrorVariable <String>] [-WarningVaria
ble <String>] [-OutVariable <String>] [-OutBuffer <Int32>]

Set-VMIPMAC

Set-VMIPMAC -VMId <Guid> [-IPAddresses <String>] [[MACAddresses <S
tring>] [-Verbose] [-Debug] [-ErrorAction <ActionPreference>] [-Wa
rningAction <ActionPreference>] [-ErrorVariable <String>] [-Warnin
gVariable <String>] [-OutVariable <String>] [-OutBuffer <Int32>]

=~ How to Set Firewall rules in vFW2

Sample scenario to allow RDP access to VM
Launch Power Shell and input the following commands:

Add-PSSnapln RulesAPI — add vFW2 API snap-in to Power Shell

Get VM GUIDs by applying sample PS script

Set-VMMonitoring -VMId <Guid> -Enable 1 - set VM to vFW2 monitoring

Add-ARP-Rule -VMId <Guid> -Name <String> -Action Allow - add ARP allow rule to VM
Add-IP-Rule -VMId <Guid> -Name "Allow RDP" -Action Allow -Protocol TCP -LocalPort 3389 —
add IP rule to allow incoming packets to 3389 port ( RDP )

Get-LogRecords -VMId <Guid> - display blocked events ( not to 3389 port )

agrLOND =

I

The same scenario with vFW2 management console

1. Set VM machines for monitoring

s | Settings Add ARP Rule  AddIP Rule  AddEBr stRule  EditRule  RemoveRule  Change Order
Heartbeat Diescription TypelfFule Type Action Protocol  Remote IPs
- | Menitoring |
Load Log
Time: Fule Type Direction ~ Reason Loginfo

2. Set VM machines for monitoring

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
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SOFTWARE
! u-Firewall Hyper-V Management Console == ][==]
Hosts  Rules  Settings Add ARPRule  AddIPRule  AddBroadcast Rule EditRule RemoveRule  Change Order
- Global & — m— i
= u;_?_fm s a5 Enable Monitaring (= |[= |[gx] | Action Protocel  Femaote [Ps
£ SUPERSERVERZtoolbax Jocal P
- Test2003 e0a

win2003 &[] SUPERSERVERZ toolbax local
Virtual Center 2 | T'.ESELEE
MAP [#]win2003

vevSphers Virtual Center

P MA
[Fwe-vSphere
Clxp

[ ok ] [ Ceneel

3. Set ARP rule to allow all ARP traffic

Hosts  Rules  Settings Add ARP Rule | AddIP Rule  AddBroadcast Rule EditRule  Remowve Rule
E‘ G|°b_5_':1 fu Name Description TypelfRule  Type Action Protocol  Remote IPs
i VM Rules
- SUPERSERVERZ toolbox local
Test2003
Virtual Center
MAP

Change Order

Load Log

Time Rule Type Direction  Reason Loginfo

4. Set ARP rule to allow all ARP traffic
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SOFTWARE
okl v-Firewall Hyper-V Management Console =1 ==
Hosts  Rules  Settings Add ARP Rule  AddIP Rule AddBroadcastRule EditRule RemoveRule Change Order
E- G:Iob.a:ﬂ - Name Description TypeOfRule Type Action Protocal Remcte IPs
i WM Rules
B- SUPERSERVERZ toolbox Jocal I =
Test2003 Add ARP Rule
win2003
Virtual Certer Mame: Alow ARP
MAP o v : = -
-vewSphere Description: Allow all ARP traffic
KR Action: [Nlow - ]
Type: l Ariy v]

Remate |Ps (gxample
192.168.0.1,
192.168.1.0/255.255.255.0,
192.168.2.0-192.168.2.255)

Remate Vs (example i
Test2003, VM1, VM3) B

Remote MACs:

oK || Cancel
5. Set IP rule to allow inbound traffic to port 3389
Hosts  Rules  Settings Add ARP Rule | AddIP Rule | Add Broadcast Rule  Edit Rule  Remove Rule  Change Order
& G:Iobal Mame Description TypelfRule  Type Action Protocol  Remate IPs
i LM Rules . . I . . . A .
B S.UPERSEH"v"ERZ.toolbox.local Allow ARP Allow all ARP traffic ARP Aty Allow Ay
Test2003
Virtual Certer
MAP
vc-vSphere < T
LLMP
Lead Leg
Time Rule Type Direction ~ Reason Loginfo

6. Set IP rule to allow inbound traffic to port 3389
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SOFTWARE
a v-Firewall Hyper-V Management Console [=][E]l=]
Hosts  Rules  Settings Add ARP Rule  AddIP Rule  Add Broadcast Rule  Edit Rule  RemoveRule  Change Order
- Global s Action  Protocol  Remote IPs
| L. VM Rules IR P :
- SUPERSERVERZ toolbax local _ p— B -
L. Test2003 Name: Allow RDP

-win2003 Description: Allow RDP traffic to VM

- MA Action: Allow B
- ve-vSphere S

L Protocol: TEE, el
Type: Any
Local Ports (example 3289
80,8080-2088.443) =

Remote Ports [sxample
20,5080-8088 443)

Remote IPs {sxample
192.168.0.1,
192.168.1.0/255.255.255.0,
192 168.2 0-192.168 2 255)

Remate VMs {example )
Test2003, VM1, VM3) E

Femote MACs
oK || cance |
7.
Hosts  Rules  Settings Add ARF Rule  AddIP Rule AddBroadcast Rule EditRule  RemoveRule  Change Order
5--G:Iobal Mame Description TypeQffule  Type Action Protocol  Remate [Ps
WM Rules §
£ SUPERSERVERZ toolbax Jacal Allow ARP Allorwr all ARPtmﬁlc. . ARP Any Allow Any
‘. Test2003 Allow RDP Allow RDP traffic to WM IP Any Allow TCP Ay
-Virtual Center
- MAP
-vo-vSphers « | m
L XP
Load Log
Time Rule Type Direction  Reason Loglnfo

8. Load log records from VM

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be
liable for technical or editorial errors or omissions contained herein.




S NINE

TWARE

Hosts  Rules  Settings Add ARP Rule  AddIP Rule  Add Broadcast Rule  EditRule  Remove Rule  Change Order
E‘ G:Iot_'e_'l!ll o Name Description Type(fRule Type Action Protocol  Remote IPs
- WM Rules . , \ \ . ) .
E| SUPERSERVERZ100lhax ocal .*.'-Jlm\' ARP .#.'Jlow all .#.RPtmffic:. . ARFP ~n .'r_'-JIm\'
' Test2002 Allow RDP Allow RDP traffic to WM IP Ay Allow TCF
Virtual Center
MAP
vy Sphers < | T ¥
L XP
Time Fule Type Direction ~ Reason Loginfa it
& BroadcastlP  Inbound 4 IP packet from 152.168.1.101:138t0 1521681, |=
3/ Broadcast|P Outbound 4 |P packet from 152.168.1.84:13810 152.168.1.2. |
3 Broadcast|P Inbound 4 |P packet from 152.162.1.101:138 10 152.168.1...
3 BroadcastIF Qutbound 4 |P packet from 152.168.1.84:13810 152.168.1.2..
3 BroadcastIF Inbound 4 |P packet from 152.168.1.101:138 t0 152.168.1...
3 Broadcast|P Qutbound 4 |P packet from 152.168.1.84:13810 192.168.1.2..
3 BroadcastIP Inbound 4 IP packet from 152.168.1.101:138t0 192 1681
3 BroadcastIP Outbound 4 IP packet from 152.168.1.84:13810 152.168.1.2
3 Broadcast|P Inbound 4 |P packet from 152.162.1.101:138 10 152.168.1...
3 Broadcast|P Outbound 4 |P packet from 152.168.1.84:13810 192.168.1.2..
3 Broadcast|P Inbound 4 |P packet from 152.162.1.101:138 10 152.168.1...
3 Broadcast|P Qutbound 4 |P packet from 152.168.1.84:13810 192.168.1.2..
3 BroadcastIF Inbound 4 |P packet from 152.168.1.101:138 t0 15321681
3 BroadcastIF Qutbound 4 |P packet from 152.168.1.84:13810 152.168.1.2..
3 Broadcast|P Inbound 4 |P packet from 192 155 1.101:13810 192.1681... .
] n

Sample scripts.

Basic sample script to allow 80 port on Win2003 VM:

1. $VMs = get-wmiobject -computerName superserver2 -namespace "root\virtualization" -query

"SELECT * FROM Msvm_ComputerSystem WHERE Caption Like '%virtual%"

foreach ($VM in $VMs)
{

write-host "

write-host "VM Name:
write-host "VM GUID:

Press Enter two times . Get GUID for Win2003 -

" $VM.ElementName
" $VM.Name

2. Set-VMMonitoring -VMId 7D2FDDAB-3B41-4FB1-99E0-CDD633453FCA -Enable 1

it is 7D2FDDAB-3B41-4FB1-99E0-CDD633453FCA

3. Add-ARP-Rule -VMId 7D2FDDAB-3B41-4FB1-99E0-CDD633453FCA -Name "Allow ARP" -Action

Allow

4. Add-IP-Rule -VMId 7D2FDDAB-3B41-4FB1-99E0-CDD633453FCA -Name "Allow RDP" -Action Allow -

Protocol TCP -LocalPort 80

5. Get-LogRecords -VMId 7D2FDDAB-3B41-4FB1-99E0-CDD633453FCA

The same scenario for RDP access is described in QSG document.
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SOFTWARE
Sample common scenarios using Management console GUI
a.) Allowing FTP, DHCP

1. allow ARP to/from gateway only ( 192.168.1.1)

Add 4RP Rule X

N ame: |.-'1'«HF' allove gatewsay |

Dezcription: | |

Actian: | Allow v |

Type: | Ay w |

Remate [Pz [example | 192.162.1.1| |
192.168.0.1,

192.168.1.0/255.255.255.0,
192.168.2.0-192.168.2.255)

Remate Wiz [example
Test2003, W1, W3] | | E]

Remote MACs: | |

k. H Cancel ]

2. allow active FTP on VM
Edit IP Rule

Mamme: Allow FTPT

Dezcription: |

Actian: | Allony

LR )

Protocol; | TCF

Type:

Local Portz [example |
80,5030-8088,443) |20, 21 |

Remate Ports [example 7
£0,5000-8050,443] | 065535 |

Femate [Pz [example | |
192168.0.1,

192.168.1.0/255. 255 2650,
192 168.2.0-192.168 2. 255)

Femote Wiz [example
Test2003, Vi1, W3] | | E]

Femate MACs !-":"-ﬂ.'r' |

] 4 ][ Cancel ]
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3. broadcast rule to allow DHCP

Edit Broadcast Rule

Mare: | Allowy

[ezcription;

Action; :-.-'f-.llcuw

Tope: :.,-'l'm_l,l
Femaote |Pz [example

192168.0.1,
192.168.1.0/255 255, 2660,
192168.2.0-192.168.2.265]

Remote Wiz [example :|
Test2003, Vi1, W3] L

Remaote MACs: .-’-'-.n_l,l

Ok ] ’ Cancel

b.) Allowing remote access to VM

Common scenario:

- VM has IIS on it, and possibly MS SQL server;

- RDP should be opened;

Add Rule E3
N ame: f&low HTTF and RDP
Dezcnphion: I
Action: I.-“-".Ilclw j
Protocol; ITEF’ j
Tope: I.i'-.n_l,l j
Local Parts [example
20,8020-2028,443) IBD'EBBE
Remate Ports [example I
20,8020-2028,443)
Remate |Pz [example I
19216801,

- http:// traffic should be allowed:

192.168.1.0/255.255.255.0,

192.168.2.0-192.168.2. 255]

Femote WMz [example
Test2003, Vi1, Vi3]

Remate MACs

| ]

] | Cancel |
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ARP and IP broadcast rule could be set to allow all. VM -to-VM TCP traffic will be blocked then.

: G.:\ Add ARF Rule If.':\ AddIP Rule &3 Add Broadcast Rule Edit Rule Remowve Rule Change Order 40 WM Settings

MName | Diescription | TypeliRule | Type I Aclion | Protocal I Remate IPs | LacalPorts | RemateParts | Rematelh

allow ARP Any Allow Any

allawy BroadcastlP Any Allaw Any

Allow HTTF and RDP IP Any Allow TCP Any a0, 3389 0-65535

4 |
*/Notes:

- If DHCP is used — you need an additional IP broadcast rule to allow all IP broadcasts.

- Windows FW on the management machine and on the Hyper-V host should allow WMI traffic.

©2009 5nine Software, Inc. The information contained herein is subject to change without notice. 5nine shall not be

liable for technical or editorial errors or omissions contained herein.




